HPE 5130EI switch 3 %4 3 2

1-143¥r HPE 5130EI A #ags(H R FERE) 55 —2K Console & A

> BT OEREEE R E #E HPE /5] HPE FlexNetwork 5130 24G 4SFP+ EIJG932A)
EPEACHEY AU AT E S SN EERE 2B S5 -

Front panel

(1) 10/100/1000Base-T autosensing Ethernet port  (2) SFP+ port

(3) Console port (4) 10/100/1000Base-T autosensing Ethernet port
LED
5) SFP+ port LED 6) System status LED (SYS
Rear panel

0o O

(1) AC-input power receptacle (2) Grounding screw

|

1. 5% Console 43— A switch #Y Console port 55—t A BAS(ZETE)HY USB FL » s51Lss
BEEMEMIEHAE COM?
, | mmEs
> i EREFIESEERE
v i EEE (COM A LPT)

Intel(R) Active Management Technology - SOL (COM3)
l ﬁ Prolific USB-to-Serial Comm Port (COME) ]
(LPTT)
i EFREEE (COMT)
> |l BEEREFE
> 3§

2. Ru@h XShell - ¥rid—{E TIEPEES -
% 1 PC_COM?
#EfAE ¢ SERIAL
Port : COM?

i ASER % - BhiEE T4y | BT A Command Line Interface(CLI)
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AEZENAREEERRENEER

HETEIEEREE 1
TELE(C): — 2 3
|_:_|..
o EAZRE s /
T AB(N): PC_COMB / |
[=I- 55H p—
R B ERE (P): sl X v
-] FHE(H):
- TELNET EIERIREE(O): =
- RLOGIN .
- CERIAL R (D):
- IRl
HETEEZEE
AL(0): 2
- 3R
- ERE o
L 3R TR
[_;?;HGH 1 Port: [come  * ]
REE Baud Rate: | 9600 v|
-
- SFTP Data Bits: 8 w
- TELMET .
- RLOGIN Stop Bits: 1 -
g SERIAL Parity: Mone v
- Proxy
(PR Flowr Control: Mone w

THESHE A User View AT > FE/RTTHE <> » B A system-view f551% » #E A System View
B PR R[]

<HPE>

<HPE>system-view

System View: return to User View with Ctrl+Z.

[HPE]

1-2HPE 5130EI A #a g8 FL a5 1E

1. EARfES
<HPE>display current-configuration Z~Ei{F/EECIERS T HY S Fis% E4HRE
(Cisco : show running-configuration)

<HPE>display version BiRzc ez dVEIEAS A Sekif%(Cisco : show version)

<HPE>display interface brief %% %1 1HAYIREE(Cisco : show interface status)
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HPE 5130El switch % #4332

<HPE>system-view # A config f&={(Cisco : enable jj[I configure terminal)

AP

[HPE]sysname % EX#es3%7#(Cisco : hostname)

[HPE]save f{#{Fs%E(Cisco : write)
The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N].y
Validating file. Please wait....
Saved the current configuration to mainboard device successfully.
Configuration is saved to device successfully.

[HPE]display this R AE S HEIAHE S E
[HPE]quit (5] -—fF

[HPE]ping £t ICMP 4
[HPE]tracert {i traceroute Ih&EE

<HPE>reboot = Ffi#(Cisco : reload)
<HPE>startup saved-configuration startup.cfg #5& T ZXGafé(s FHAVAHREES EFE
<HPE>reset saved-configuration 5[ config

<HPE>restore factory-default [o|{§]5 iz € (Cisco : write erase)
<HPE>undo terminal monitor A 258~

Cisco :

no logging console

no logging monitor

A EsHY ip {izdik(vlanl) ~ dns Server S THE[HE

[HPE]interface vlan-interface 1 #if: A vlan1 1 f(FTA A HAZSTEERAY vian E & vlan1)
[HPE-Vlan-interface1]ip address 140.128.52.xxx 255.255.255.248

(HP5130 %555 —{E =] IP » Cisco2960 35525 & FH IP)
[HPE-Vlan-interface1]quit

[HPE]Jip route-static 0.0.0.0 0.0.0.0 140.128.52.yyy(FG Y lan1 firit)

(Cisco :ip default-gateway)
[HPE]dns server 168.95.1.1 (Cisco :ip name-server)
[HPE]display ip interface (Cisco :show ip interface)

[HPE]display ip routing-table (Cisco :show ip route)L3 Switch 4 &EHJIhEE
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EHMHEEEEERRENMERER
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[HPE]display clock #E7~ %45t H FijlidfH(Cisco :show clock)

[HPE]clock timezone Taipei add 8 =% EHf[& (Cisco :clock timezone Taipei 8)
[HPE]ntp-service unlcast-server 118.163.81.61 source Vlan-interface 1 %€ ntp

server firik ARG

(Cisco: ntp server 118.163.81.61 source vilan 1)
[HPE]ntp-service enable B 4gE&H3H%
[HPE]display ntp-service status

(Cisco:

show ntp status

show ntp associations)

FE—{E AR admin - SFFEEA ssh > console 2 web J7=0E#E A
[HPE]local-user admin

New local user added.
[HPE-luser-admin]authorization-attribute user-role network-admin (HP5120 5%
authorization-attribute level 3)
[HPE-luser-admin]service-type ssh terminal https
[HPE-luser-admin]password-control aging 90
[HPE-luser-admin]password-control length 6
[HPE-luser-admin]password simple xxxxxx
[HPE-luser-admin]quit

[HPE]display local-user

Cisco -
service password-encryption
username admin privilege 15 password Xxxxxx

B A IR

[HPE]telnet server enable

[HPE]ip http enable
(Cisco:

ip http server

ip http authentication local)

[HPE]ip https enable (Cisco: ip http secure-server)

[HPE]public-key local create rsa
[HPE]ssh server enable

Cisco:

ip domain-name wres.tc.edu.tw
crypto key generate rsa

€ telnet H1 ssh HEEEE 574

[HPE]line vty 0 4

[HPE-line-vty0O-4]authentication-mode scheme (Cisco: login local)
[HPE]quit

[HPE]save




HPE 5130EI switch & w7 ¢ 12

AR ssh K https 4T

5. %7 console i A ZEHE
[HPE]line aux 0
[HPE-ui-auxOlauthentication-mode password
[HPE-ui-auxO]set authentication password simple xxxxxx
[HPE-ui-auxQJuser privilege level 15

5 B RS S % 158 A console » HI i 2~4 17005

HPE-ui-auxOJauthentication-mode scheme

(Cisco:
line console 0
login local)

a5 77 A F ssh F1BIEE 25 (https) 72 A XS A zs
Eﬁ BT ssh AR » B4 console BA—K

1-335Ha 2% STP Eil edge port(PortFast)&% &£l BPDU {28

1 FHZE HPES130 B Cisco2960S X?ﬁaﬁi’]fﬁﬁlﬁﬁ STP

2 HPE # A7 Hi{E HlE5%E (trunk port N5
[HPE]interface range gil/0/2 to gi1/0/22
[HPE-if-range]stp edged-port
FTA B portfast TRERVERAR - B bpdu fre&
[HPE]stp bpdu-protection

3 Cisco #E AT HME HI[E%E (trunk port 2255 7E)
Switch(config)int range gi1/0/1-22
Switch(config-if-range) spanning-tree portfast
Switch(config-if-range)spanning-tree bpduguard enable

4 Cisco 7 o] I PR HET E
Switch(config)#spanning-tree portfast default
FTA B portfast DHREAYAEFEEE - B bpdu PRt
Switch(config)#spanning-tree portfast bpduguard default
P AT R B HUH portfast & bpduguard 5% 7E

1-4HPE 5130EI A2 #228 VLAN 81

1. SRESCHAESTHRFTA port #FEE Y vianl
& H AT vian R0
display vlan all (Cisco: show vlan)
2. ARIHFEH portl-8 2% A vanl » port9-16 2% 55 van2 » portl7-22 #5% & vlan3
3. ETL vlan2 0 AG¥F port9-16 B EE] vian2 0 1T vlan3 o K port17-22 B E S vian3
[HPE]vlan 2
[HPE-vlan2]vlan 3
[HPE] interface range gi11/0/9 to gi1/0/16 (Cisco: interface range gi1/0/9-16)
[HPE -if-range] port link-type access(Cisco: switchport mode access)
[HPE -if-range] port access vlan 2(Cisco: switchport access vlan 2)




AEZEIEEESIEERREMERR

HPE -if-range] quit
HPE] interface range gi1/0/17 to gi1/0/22
HPE -if-range] port link-type access
HPE -if-range] port access vlan 3
[HPE -if-range] quit
4.  #HFEHFA] Vlan SCEARM
[HPE]display vlan brief (Cisco: show vlan brief)

— — — —

EEAZ #4288 Vlan Trunk
5. HPE ZZ#a252%E 802.1Q Trunk Port (FI41Z%E
[HPJinterface g11/0/24

[HPE-GigabitEthernet1/0/24port link-type trunk

Port 24 % Trunk Port » 70EFFRA vian )

[HPE-GigabitEthernet1/0/24]port trunk permit vlan all
6. Cisco ZZ#agss%E 802.1Q Trunk Port (FIUNE%E Port 24 £ Trunk Port » SEFETA vlan )

[HPJinterface g11/0/24
Switch(config-if)switchport mode trunk
Switch(config-if)switchport trunk allowed vlan all

1-5HPE 5130EI ¢ ##25 DHCP Snooping 5% &

1. ARZWFE{EE% DHCP Server $#2:4F Portl » HAh Port R~ 708574 DHCP Server

#%& H Al dhep snooping AR
<HPE>display dhcp snooping trust
3. BXH dhep snooping THEE
[HPE]dhcp snooping enable
4,  fEF portl 5] LI DHCP Server
[HPE Jinterface GigabitEthernet 1/0/1
[HPE-GigabitEthernet1/0/1]dhcp snooping trust

5. #5497 Port 5%k dhep snooping trust, HfEEE & Switch ¥t,4A Client 7] LL¢ DHCP Server

ZF| 1P
6. Cisco f5<
1p dhep snooping
ip dhep snooping vlan 1-3,5
interface g11/0/1
1p dhep snooping trust

1-6HPE 5130EI 22 #4128 SNMP 3% 7E

1. [HPE]snmp-agent
[HPE]snmp-agent community read public
[HPE]snmp-agent community write private
[HPE]

]

HPE]snmp-agent sys-info location InfoCenter

[HPE]snmp-agent sys-info contact mis @wres.tc.edu.tw

[HPE]snmp-agent sys-info version v1 v2c
2. IR EEH N HRE
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1-7HPES130EI A2 #428 Port Security 5%/

1. ERERCHAZETT2E mac address table
<HPE>display mac-address (Cisco: show mac address-table)

MAC ADDR VLANID STATE PORT INDEX AGING TIME(s)
0002-4661-41fd 1 LEARNED GigabitEthernet1/0/1 AGING
0007-e910-3ad2 1 LEARNED GigabitEthernet1/0/1 AGING
000c-2926-d00a 1 LEARNED GigabitEthernet1/0/1 AGING
000c-2943-3a2e 1 LEARNED GigabitEthernet1/0/1 AGING

2. BT mac address HERAEHF—{E port
<HPE>display mac-address 1c¢87-2ccb-732a
(Cisco: show mac address-table address 1¢87-2ccb-732a)

MAC ADDR VLANID STATE PORT INDEX AGING TIME(s)
1c87-2ccb-732a 1 LEARNED GigabitEthernet1/0/8 AGING
--- 1 MAC address(es) found  ---

3. EEHHEIEM port FEIAEWFLE mac addresst
<HPE>display mac-address interface gil/0/4 (Cisco: show mac address-table interface gi1/0/4)
4. i3 Port Security » el vl DURHRT E AR (B HARR FF EHY port &€ » v DARGHEAVE
WA 2 E
5. ESUELA port security
[HPE]port-security enable
6. HEAFAMTEZELER port » BB EREE portl3
[HPE Jinterface GigabitEthernet 1/0/13
7. FEEE port AR MAC 888 5 1 > s e B0 EEIEYE - WHE—(E MAC
address #1$57F vlan
[HPE-GigabitEthernet1/0/13]port-security max-mac-count 1
[HPE-GigabitEthernet1/0/13]port-security port-mode autolearn
e L E C R E
[HPE-GigabitEthernet1/0/13] port-security mac-address security sticky 001b-11¢3-065d vlan 2
SESE L 1% » ] display port-security HYJ7 AR R
8.  HANF - HIFRERARZ port
9. [HPE-GigabitEthernet1/0/13] port-security intrusion-mode disableport-temporarily
27 Intrusion Protection FfME# 351 » BIRFRAPARZ port
10. [HPE]port-security timer disableport 30  [E&EARF [ £ 30 #b -

Cisco

Switch(config)interface gi1/0/13

Switch(config-if)switchport mode access

Switch(config-if)switchport port-security

Switch(config-if)switchport port-security maximum 1

HEEHE

Switch(config-1f)switchport port-security mac-address sticky

SFEEE

Switch(config-if)switchport port-security mac-address sticky 001b.117¢.697e




AEZEIEEESIEERREMERR

SEAEIFRHPARZ port

Switch(config-if)switchport port-security violation shutdown
SR SR I e (E i A A 4

Switch(config-if)switchport port-security violation protect

Switch#tshow port-security
Switch#show port-security address
Switch#show port-security interface gi1/0/13

1-8HPE 5130EI 5¢#gs IP-MAC-Port Binding 5%/

1. (EREEERGE - o] DUR R PURAT MAC HrbbAT IP Hubk 48 E S145 B Y E R o 1740
TEREIEIR - AR eI ULEHYTE € MAC sthab Al 1P by A =38 eV EM BT
W > BEE T RSV LRt o bEoR T B AR

2. Portl4 &€ 1P firtik &2 MAC izl
[HPE]interface g11/0/14
[HPE-GigabitEthernet1/0/14]ip source binding ip-address 192.168.50.14 mac-address 1234-5678-
9abc
[HPE-GigabitEthernet1/0/14] ip verify source ip-address mac-address

3. 52 IP-MAC Binding £ &3k (system-view) * ZR1&FESE A IR ip verify source
ip-address mac-address

1-9HPE 5130EI AZ#2% LACP 5% €

1. #7%E Link Aggregation & Vlan :
[HPE]interface Bridge-Aggregation 1
[HPE-Bridge-Aggregation] Jport link-type access
[HPE-Bridge-Aggregation] Jport access vlan 2
[HPE-Bridge-Aggregation] Jlink-aggregation mode dynamic
W5 LACP B4 port 141 23 NAS B¢ Server » M 2B HA B trunk
[HPE-Bridge-Aggregation] Jport link-type trunk
[HPE-Bridge-Aggregation] Jport trunk permit vlan all
[HPE-Bridge-Aggregation] Jlink-aggregation mode dynamic

2. ARIHFEHE port23 K port24 £ B Link Ageregation
[HPE Jinterface range gil/0/23 to g11/0/24
[HPE-if-range] port link-aggregation group 1

3. @i LACP R
[HPE]display link-aggregation verbose Bridge-Aggregation 1
[HPE]display interface Bridge-Aggregation 1

1-10  Cisco 2960S =28 EtherChannel(LACP)s% 7E

1. #7E port-channel & Vlan :
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HPE 5130EI switch 3% % &

Switch(config)interface Port-channel 1

Switch(config-if)switchport mode access

Switch(config-if)switchport access vlan 2

W5 LACP B4 port 141N 233 NAS B¢ Server » M 2 BEF A HABS L trunk
Switch(config-1f)switchport mode trunk

Switch(config-if)switchport trunk allowed vlan all

RIHFEH port23 Kz port24 #% 5 EtherChannel
Switch(config)interface range gi1/0/23-24
Switch(config-if-range)no switchport mode
Switch(config-if-range)channel-group 2 mode active

117 EtherChannel R0
Switch# show etherchannel summary
Switch# show interfaces port-channel 1




